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Avalon + Sixgill

A Perfect Union
In the battle against today’s threats, having access to the right intelligence at the right time
is critical to staying ahead of the adversary. Avalon is the first platform built to combine
link analysis, collaboration, and reporting processes into a seamless flow - streamlining the
investigation process and helping analysts work more efficiently. Together, the integration
between Avalon and Sixgill empowers your security teams to easily visualize and enrich
threat intelligence from Sixgill’s Darkfeed, and other preferred sources within a single Avalon
workspace.
Integration Highlights
Integrate Diverse Data Sources

Integration Benefits

Conduct investigations efficiently by seamlessly integrating threat
intelligence from Darkfeed and other sources into a single Avalon workspace.

• Quickly unify, visualize, and enrich
IOCs with Darkfeed’s real-time,

Interact in Real-Time

automated threat intelligence

Enable real-time, secure collaboration across teams - or across your industry
- to eliminate silos and increase analysis efficiency.

reporting efficiency - recouping

Visualize Threats and Connections
Quickly visualize, search and enrich IOCs including malicious domains, URLs,
IP addresses, and file hashes gathered from closed-access sources in the
cyber underground. The intelligence stream also offers a deeper level of
context, providing the actor name and source details that can be used to
automate your actions and accelerate your triage.

Deliver Results
Eliminate email chains and manual administrative tasks by easily creating,
reviewing and delivering finished intelligence directly from Avalon. With
the Darkfeed integration, organizations can receive early warnings of new
threats as they develop on the dark web and preemptively block IOCs before
they infiltrate their infrastructure.

Preserve Investigations
Create a centralized knowledge repository to maintain the latest
investigative intelligence that can be utilized for future investigations.
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as well as maximize analysis and
200+ hours per analyst per year
• Easily deliver reporting to key
stakeholders throughout the
organization
• Enable analysts to focus on what
they do best - security - instead of
administrative tasks
• Preserve past analysis to enrich
future investigations

INTEGRATION DATA SHEET

Avalon Streamlines Security Teams’
Intelligence access and Investigations
Avalon provides analysts’ with an integrated
workbench that combines threat intelligence data,
analyst tools, and collaboration in a single workspace.
Avalon makes threat intelligence accessible and
shareable for all organizations – no matter what size or
level of security maturity.
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King and Union

Sixgill

King and Union enables security teams to easily create
and deliver the right intelligence to the right person
across all levels of their organization by unifying data
from multiple tools and results from investigations into a
single cyber analysis delivery platform. With our platform,
Avalon, security teams can quickly visualize threat data
and investigate together in real time, and once complete,
efficiently create and deliver the finished intelligence
required to key stakeholders. Avalon reduces the time on
manual, administrative tasks, leaving analysts more time to
focus on security, and empowers organizations to take full
advantage of the security investments they’ve made - in
people, information and technology.

Sixgill’s fully automated threat intelligence solutions help
organizations fight cybercrime, detect phishing, data leaks,
fraud and vulnerabilities as well as amplify incident response -- in real-time. Sixgill’s investigative portal empowers
security teams with contextual and actionable alerts along
with the ability to conduct real-time, covert investigations.
Rich intelligence streams such as Darkfeed™ harness Sixgill’s
unmatched intelligence collection capabilities and deliver
real-time intel into organizations’ existing security systems
to help proactively block threats. Current customers include
global 2000 enterprises, financial services, MSSPs, governments and law enforcement entities. To learn more, visit
www.cybersixgill.com and follow us on Twitter: @cybersixgill and LinkedIn.
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